Prepare for the worst,
bounce back from the inevitable.

BACKING UP

Never lose data again
using tools you already have
and tools you get for free

An Ask Leo! Book! 4

LEQ A. NOTENBOOM



askleo.com Backing Up In Windows 10

Backing Up
In
Windows 10

Never lose data again,
using tools you already have
and tools you get for free

An Ask Leo! Book

Version 1.1

by

Leo A. Notenboom

https://askleo.com

Copyright © 2018

PDF: 978-1-937018-46-7
Paper: 978-1-937018-48-1


https://askleo.com/

askleo.com Backing Up In Windows 10

CONTENTS
The Ask LeO! MANIfESt0 ...t ssssssssssssssssssssssssssssssssssssssssassssss 6
FIirst: A Freebie fOr YOU . sesssess s sssess s ssssssess s sssesssesssesssssssssesssssans 7
Be Sure to Register YOUT BOOK! ...t ssssssesss s s ssss s st sssssssanes 8
A Note AbOut SOftWAre VEISIONS.....cormrisisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasess 9
MY POJICY weeueeeenrieeeureeretese sttt s s s s ee s R R R £ bbb e 9
0L (06 L0 ot () o VTP 10
Create @ BaCKUP IMAGE ...t sessses s s s s ssse s s s s s s ssssssaas 14
Windows image DACKUD ... eceereesseessessesssess s ssssssssssessess s sssess s sssesssessssssssssssseens 14
Creating an iMage DACKUD .....eree e s seeesessesssessseesssesssessseesseesssssssssssssssessssssssesssessssesssssssssmsesssassssssssees 15
MaKe @ TECOVETY AISK ettt s et s s s s 19
Creating @ FECOVETY ATIVE .. mueueeersreesreesseesssesssessseessesssesssesssesssessssesssssssesssessssssssesssesssesssessssssssesssasssessasees 19
USING YOUL TECOVETY ATIVE.oeurieeecerceererseeseeseesssessseesseesseesssssssessssssssssssssssssssesssesssessssssssssssesssessssssssssssessseeens 23
RESLOIING QN IMAZE ...oucviececeereseeeeses s s bbb s 24
What restoring an image MEANS ... e esssesses s sses s ssssss s sesssssssssssssssssssssssesas 24
SEEP 12 BACK U uuieuierreeereeesseesseeseeseessesssessseessessssesssesssessseesssssssesssesssessssssasssssesssessssssssesssesssessssssssssaesssassssssssees 24
Step 2: BOOt from the TECOVETY ATIVE ... eiereereeenseeseessecsseeseesse e sssssssssssssssssssssssssssssasssssssssassssees 25
Step 3: Select the iIMAaGe t0 TESTOTE ...t es e s s s 26
=] 0 0B /=] oo 0 ) PPN 31
Restoring files from an IMAaZe....c..oeeererees s sess s s ssssssssessssssssasessnes 32
WHRHETE’S The DACKUPT ..ottt eees s ses s es e s e s 32
Choosing the right file ... ————————— 33
Mounting the hard disK iMage.......cmii s ———————— 33
ASSIGNING @ ATTVE LETEET ccuceieeieeeeeeece sttt b s bbb s bbb 35
EXamining the IMaAZe ..ot esse s sees s ss s s s s s s 37
WHRHEN JOU'TE QOME.c et ees e e s s sees s s s b bR R R n s 38
SEEL UP FIlE HISEOTY couveeueieeeeeereeeeenreseesseesse s sess s ssss s ss s ss st s s 40
WHhat File HIiSEOTY QOES ..eeeieeereereeeesseeect et sssesesssessesss s sssse s sss s ss s s s 40
What File HiStory dOeSN'T A0 eceeeeeseesseessesseesseesseessssssesssessssessssssesssessssssssssssessssssssssssssssssssseeas 40
ENabDliNG FIle HISTOTY couuruuieieseereerseesseesseessesessssssssseesssesssesssess s s sssesssessssssssssssessssssssssssssssssssasssssssees 41
CONfIGUIING FIle HISTOTY ettt reesesseesset s sssesse s sessss s ss s s s bbb s s s s 43
Restore a File USING File HISTOTY ... seeseiseeseeessssesessessesssssss s ssssssssssssssssssssssssssss s sssssssnns 46
Restoring an old copy of an eXiSting file.....ccemreneeseeeeeesee s ssesssssees 46



askleo.com Backing Up In Windows 10

BroWSING File HISTOTY ..cuuieieeeeeeisciseessecsseses s ssssssssssssesssess st ssss s s s ssssssssssssssasssssasssasssassssees 50
What File History does and does Not DaCK UP ... sesssessessesssessssssesssssseens 52
Use ONEDTIVE O BACKUP .ceuiereerierieseisetsectseesessis st ssse s sesssssse s ssssssessss s sssss s s ssssssss s sasessnes 53
Microsoft account and CONNECHIVILY .. sssssssssssssssssnes 53
031 N 53
SETHNG UP OMNEDTIVE..cuiereeiecctreereise ettt et es s ss bbb s s bbb s bbb 54
What OneDrive does for DACKING UP .ceeneeneineessecssesessesesssesssssssssssssessssssssssssssssssssssssssssssssssssesas 57
Leveraging OneDrive tranSParently ... ecneenmeesneesseessessssssssssssssssssssssssssssssssssssssssssssssssssssees 57
Restore a file from ONeDIiVe NISTOIY ... ssessssssssesssessssasessaes 60
ONEDIIVE'S RECYCIE Bill.ouieusieeeerereemreesseerseeeesmsessseesssesssesssessseessessssesssssssesssessssssssesssessssesssssssssmsesssessssssssees 60
How to use the OneDrive ReCYClE Bil ...t ssesssesses e sesssssssesssssessees 60
ReStoring @ reCYCled flle.. e s s ss s s s s s sessees 63
Recycle bin and PhilOSOPIY ... seesseesssssesssess s ssesssessseessesssssssssssesssessssssssees 63
Recovering from Ransomware with an Online Backup ... 64
Online backup t0 the FESCUE ... s aeas 64
Belt and suspenders and SUSPEINAETS ......ccweeereersmersreesseesseessessesssessssssssssssesssesssessssssssssssesssessssssssees 65
You don’t need t0 S0 OVETDOATT. ....c.ueeriereeeereereesseessessees s ssesse s sesssesssssse st sessse s ssessessessesas 66
Don’t let the worst-case scenario scare you away from reasonable choices........coueneen. 66
Make an Image using EaSEUS TOA0 .....orrereerreerseeseesseesseesssesssessseesssessssssssssssssessssssssssssesssesssssssssssssssnes 68
EQSEUS TOAO cvuvevueeueerreeeeeesseesseesseeseesssesssessseessessssesssesssessseesssssssesssesssessssssasssssesssessssesssesssesssessssssasssasassasssassssees 68
Creating aQn IMAZE ... R R s s s 69
YOUT DACKUP IMAGE. ceueeuermeereernersseesseesseeeseessessseessessesssesssees s sssess s sssessssss s sssess s sssssssssssseens 72
Make a recovery disk fOr EQSEUS TOO ....ueureeeeeeeeemeeseesseesssesssessseesssessessssssssssesssesssssssessssssssssssssasessnes 74
When and why you need an Emergency DiSK ... ecsseesessessesseesseessssseens 74
Creating an EMergenCy DiSK ... crerieiseireesseiseessesesssesssessssssssssssesssssssessssssessssassssssssssssssssassssees 75
When to create your emergency diSK. . eeeeeeesseesssesssesssees s ssssssssssssssssssssseens 77
Restore an image using EASEUS TOA0 ...t ssessssssss s ssssssssssssssssessssssssnns 79
What an iMage reSTOTE MEANS. .......ocuuieeereererreessesseessesssessessessssssessssssessesssssse s ssssss st sessss bbb ssssessnsssssas 79
Step one: boot from the eMergency disK ... seesseesssesseessessesssessssssssees 79
LOCALE The IMAZE ...vveeeereeeremeeseeseessessess et seesss st sess bbb s R s s 80
Select the deStiNATION ... s s 83
S o) =00 0) 00 o] (=] 1PN 85
Restore an individual file from an image using EaseUS TodO0.....cccoueneneernmernmeemeeseesseesssesseennes 88
LOCALE ThE IMAZE ..euvrereeerieeeeeeree ettt e et b s seesse b es s e s s bR a s bbbt bbb 88
Navigating the IMAZE ...ttt te e st s bbb s e s b bbb 89



askleo.com Backing Up In Windows 10

RESTOTING FOUT fIl@ ouretreeuieeieseete ettt sete s s e es bbb s bbb s bbb 90
ENLATNIOTES ..ottt ettt eesse st a s A R £ R bbb 92
ATTETIWOT . oottt ca e s e bbb AR AR bbb R 92
REGISTET YOUT BOOK! ..ottt setes s sssss bbb ss bbb ss s s s 93
ADOUL The AUTNOT ...ttt ettt b b s bbb 94
Feedback, Questions, and CONtACHING LEO ...t sesssssse e sssssssssssesssesaees 95
COPYTIight & AAMINISTIIVIA covvuueereeereesreessecesesessessesssesssessssesssess st s sss s ss s sssess s s s st ssnes 96
Sharing thiS DOCUIMENT ... ieueeeeeeeseessectsesesessse s sssess bbb s ss s ss s s s b snnes 97
REVISION HISTOTY cuveurrrreerirrercemre s sesssesssss s s ssssse s sessse s sss s s ssssss s sesssessesasesaees 98
MOTE ASK LEO! BOOKS ...ttt esseisetss st ssssssss s ssss s s st sssssssssssssasssanes 99



askleo.com

The Ask Leo! Manifesto

[ believe personal technology is essential to humanity’s future.

It has amazing potential to empower individuals,
but it can also frustrate and intimidate.

[ want to make technology work for you.

[ want to replace that frustration and intimidation
with the amazement and wonder that I feel every day.

I want it to be a resource rather than a roadblock;
a valuable tool, instead of a source of irritation.

[ want personal technology to empower you,
so you can be a part of that amazing future.

That’s why Ask Leo! exists.
[ e

Leo A. Notenboom
https://askleo.com

Backing Up In Windows 10
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First: A Freebie for You

The AS

STAVING,
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Backing Up In Windows 10

Before we dive in, [ have something for you: a copy
of The Ask Leo! Guide to Staying Safe on the
Internet - FREE Edition. This ebook will help you
identify the most important steps you can take to
keep your computer and yourself safe as you
navigate today’s digital landscape.

It’s yours free when you subscribe to my weekly
Ask Leo! newsletter.

Each week, you'll find fixes to common problems,
tips to keep your computer and online information
safe and secure, commentary on technology issues
of the day, and even the occasional explanation as
to just why things are the way they are. It’s
educational and fun, and can help you be more
effective, more confident, and less frustrated as
you use technology.

And it’s completely FREE.

Visit https://go.askleo.com/news101 to learn

more, browse the archives, and sign up, today!


https://go.askleo.com/news101
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Be Sure to Register Your Book!

Your purchase of this book entitles you to several additional free bonuses.
e All available digital formats of the book as direct downloads. Regardless of which
version you purchase, you can enjoy this book on the digital device of your choice.
e Digital updates for life.
e Errata and prioritized Q&A.

You'll find the information you need to register in a chapter near the end of the book. Once
you register, you'll be taken to a web page that lists all available bonuses.
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A NOTE ABOUT SOFTWARE VERSIONS

If there’s one unchanging thing about computer software it's change. Updates are applied,
bugs are fixed, features are tweaked, and occasionally an entire user interface is revamped.

That can make documenting software a bit of a challenge.

If you find current versions of the software are newer than those mentioned in this book my
advice is not to panic.

And definitely don’t give up.

My experience so far has shown one simple truth: concepts rarely change. Oh, the position
of a button or the label of a text box may move or look different, but the underlying

operations and functionality most often remain exactly the same. Even across a recent and
fairly striking user interface change, the actual step-by-step procedure didn’t change at all.

[ encourage you to pay attention to the concepts in this book - or any book or
documentation for that matter - not just the “click here” instructions. Software will change
and those instructions will, at some point, become out of date. The process and procedures,
however, will remain.

My policy

My experience is that even version-to-version changes are often minor in impact to the
instructions I lay out in my books. If that’s the case [ may elect to defer updating a book.

If a change is large enough to warrant it, I'll revise the book as appropriate.
This is why I encourage you to register your book: digital copies of the updated book will be

made available for download to all registered owners. (Sadly I cannot offer updated paper
copies.)
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INTRODUCTION

I'm sure you’re aware by now that 'm a huge fan of backing up.

Microsoft Windows includes several tools that, used together, can provide a
suitable backup strategy to protect you from most of the things that can go wrong.

Let’s review what it means to use those tools together properly and get you backed up. We’ll
also review the impact of Microsoft’s decision to phase out one of those tools.

. Make an image

Start by making an image backup of your computer. It
doesn’t matter if you don’t know what to do with it—that’ll
come later. By creating an image of your computer, you'll
have a known point to which you can always return should
anything go wrong in the future.

Creating a Backup Image Using Windows’ Built-in

Backup walks through the steps to create a complete image
backup of your machine on an external hard drive, using
what Windows 10 calls the “Windows 7” backup and restore tool.

2. Make a recovery disk

Next, | recommend making a Windows recovery disk. This is a disk (a DVD or USB thumb
drive) from which you would boot your machine to restore the image you took in the first
step. The Windows recovery disk also includes additional tools to examine and possibly
repair your system, as well as the ability to reinstall Windows 10 from scratch if needed.

Create a Windows 10 Recovery Drive walks through the process of creating a recovery
drive. You may also want to review the article How do I boot from CD/DVD/USB in
Windows 8 & 10? and test to make sure you can boot successfully from the recovery drive
you've created.

3. Restoring an image

Restoring an image is the process of taking a backup image you’ve previously created and
putting it back on your computer’s hard drive (which erases anything currently on that hard
drive). An image restore is exactly what you would do after replacing a faulty hard drive
with a new, empty one.

10
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Restoring an Image Backup Using Windows 10’s Built-In Backup uses the image we took in
step 1 and the recovery drive created in step 2, and walks through the process of restoring
that image to your computer.

4. Restoring files from an image

I rely on image backups primarily because there’s no question about what's in them:
everything. But sometimes you don’t want to restore everything; you just want a single file,
folder, or collection. Microsoft doesn’t make it obvious, but you can do that with a backup
image you create using the Windows backup tool.

Restore Individual Files from a Windows Image Backup shows you how.

5. Set up File History

With image backups under our belt, we can move on to more silent, “in the background”
backing up in the form of File History. File History sets aside some amount of space on
your hard disk—ideally an external hard disk, and possibly the same one containing your
backup images—to which it writes copies of your data files each time they are changed.
Using File History, you can recover a file as it was an hour ago, a week ago, or sometime in
between, depending on how often files change and how much space you've set aside for it.

Enable File History in Windows 10 tells you how to set it all up.

6. Restore a File using File History

After you've had File History running for a while, you'll surely encounter a point where you
want to recover a file that has been backed up.

Restoring Files with File History show you how to browse what’s been backed up, locate the
file or files you want, and restore them.

7. Use OneDrive for Backup

Backing up to a completely different physical location—often called “offsite” backup—has
never been easier with the advent of cloud storage and synchronization tools like OneDrive.

Using OneDrive for Nearly Continuous Backup shows you not only how to set up and
configure OneDrive itself, but also discusses a couple of simple changes to your workflow
that result in almost continuous cloud backup of all your work in progress.

11
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8. Restore a file from OneDrive history

Just like File History, the day will come when you need to recover a file that’s been backed
up to the cloud.

Recover Deleted Files in OneDrive points out that OneDrive has a Recycle Bin from which
you can recover deleted files. As a bonus, Recovering from Ransomware with an Online
Backup discusses how it can even save you from ransomware.

®©

Used together, those eight steps and three tools (image backups, File History, and
OneDrive), can provide an adequate level of backup for the average user. Best of all, they're
tools you already have in Windows 10.

For now.

Apparently, Microsoft has decided to pull the plug on the “Windows 7 Backup and Restore”
tool in Windows 10. It is at least “deprecated,” and will likely be removed from a future
Windows 10 update. The official word from Microsoft is that you should use third-party

utilities instead.

The following bonus four steps do exactly that: show you how to perform the same tasks
using the free edition of EaseUS Todo, instead of Windows’ own image backup tool.

O]
9. Make an Image using EaseUS Todo

Creating a Backup Image Using EaseUS Todo Free shows you how to create an image
backup of your system to your external hard disk.

10. Make a recovery disk for EaseUS Todo

Creating an EaseUS Todo Emergency Disk walks you through the process of creating a
recovery disk—what EaseUS calls an “emergency disk”—that can be used to restore an
EaseUS Todo image. It won’t have the additional tools that the Windows recovery disk
created in step 2 had, so you may want both, but you'll need an EaseUS emergency disk to
be able to restore images created by EaseUS Todo.

I . Restore an image using EaseUS Todo

Restoring an Image Using EaseUS Todo shows you how to restore a backup image created
by EaseUS Todo to your hard disk, replacing everything on it.

12
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2. Restore an individual file from an image using EaseUS Todo

Restoring a File from an EaseUS Todo Image Backup: EaseUS Todo makes restoring
individual files and folders from an image backup easy, and this article walks you through

the process.
O]
Backing up is important. [ say it so often because it’s so true.

[ also say it because I see so much data loss, and accompanying heartbreak, because people
don’t realize just how important it is until it’s too late.

You can use the steps above to make sure you're appropriately backed up and never suffer
data loss again.
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